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(O CORTEX XDR

« Advanced Endpoint Protection (AEP)
Antimalware software

» Proactively protects devices from
malware and malicious activity

« Team NDIT actively monitors systems
« System access at the local level

* Available for Windows, macOS, and
Chromebooks

 Submit a ticket to the NDIT Service Desk
 Available at no cost to gov’t entities




CORTEX XDR +
NDIT CYBER OPERATIONS

Ask for Endpoint Protection...

Get access to the following services — all backed by
our team of knowledgeable, experienced, and
certified security analysts:

Continuous Monitoring
Incident Response
Digital Forensics
Malware Analysis
Threat Hunting

Detection Engineering
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tenable

network security

« Scans, identifies all software, including 3rd
party, on each device

* Reports vulnerabilities and recommends actions
for remediation

« Dashboards to easily see most critical
vulnerabilities

e (lients available for Windows and macQOS
devices

*  Submit a ticket to the NDIT Service Desk

Available at NO cost to government entities!




CYBER MATURITY ASSESSMENT (CMA)

The Cyber Maturity Assessment (CMA) is a series of security related questions
based off the Center for Internet Security (CIS) Critical Security Controls.

The CMA is a self-assessment that entities perform bi-annually. The CMA is
provided to each entity by North Dakota Information Technology (NDIT).

The purpose of the CMA is to identify an entities’ strengths and areas for
iImprovement relating to their cyber security posture, and North Dakota’s cyber
security posture to protect citizens’ data.

NDIT will provide recommendations to entities based on their Cyber Maturity
Assessment score, as well as provide professional guidance on maturing the

security of your entity.
(@ CIS Controls
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Cyber Liability and Data Breach Coverage

In response to the ever-changing cyber risk landscape due to the expanded use of technology and data, the NDIRF provides
a comprehensive cyber coverage solution for NDIRF Members.

Each NDIRF member may receive up to a four percent (4%) general liability rate reduction by implementing the following
cybersecurity services and practices: cyber maturity assessment, antimalware software, and vulnerability scanning service.

North Dakota Information Technology (NDIT) offers these cybersecurity services and practices at no cost to North Dakota
schools, cities, and counties as part of its One State, One Cybersecurity initiative to help elevate the state’s collective

cybersecurity posture. Contact NDIT at (701) 328-4470 for more information or visit their online service portal Service-
Now.com.



CYBER
MATURITY
ASSEMENT
(CMA)
2024

New Platform — Critical Start

Center for Internet Security (CIS) Controls
CMA 2019, 2022 - CIS 20

CMA 2024 - CIS 18 version 8

New system/clean data

* Single Sign-On from Nd.gov and K12.nd.us domains
- Local accounts
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